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o A server running Ubuntu 22.04 with a minimum of 2 CPU cores and 2GB of memory. You will need to upgrade the

server as per requirements.

o A non-root user with sudo privileges.

o A fully qualified domain name (FQDN) pointing to your server. For our purposes, we will use mastodon.example.com

as the domain name.

o Mastodon sends email notifications to users. We recommend you use a 3rd party Transactional mail service like
Mailgun, Sendgrid, Amazon SES, or Sparkpost. The instructions in the guide will be using Amazon SES.

o Make sure everything is updated.
$ sudo apt update

o Install basic utility packages. Some of them may already be installed.

$ sudo apt install wget curl nano software—-properties—common dirmngr apt-transport-https gnupg gnupg2 ca-
certificates lsb-release ubuntu-keyring unzip -y
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$ sudo ufw status

ROEAMEFENZIET T,

Status: inactive

SSH R— R EHAL T, 774 F U4 —LEBMIC LT OREDEGN M S NBVESELET,
$ sudo ufw allow OpenSSH

HTTP & & O HTTPS R— M 65T L £ 7%

$ sudo ufw allow http
$ sudo ufw allow https

T7AT77A=ILEBRICT S

$ sudo ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? vy
Firewall is active and enabled on system startup

T7AT7 0 A—ILDREZEEBEZR LTIV,
$ sudo ufw status

FEfROEANKRENBIEI T,

Status: active

To Action From

OpenSSH ALLOW Anywhere
80/tcp ALLOW Anywhere

443 ALLOW Anywhere
OpenSSH (v6) ALLOW Anywhere (v6)
80/tcp (v6) ALLOW Anywhere (v6)
443 (v6) ALLOW Anywhere (v6)
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$ curl —fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg —-—-dearmor -o
/etc/apt/keyrings/docker.gpg

Docker UIRY N T 7AILZERL £

$ echo \

"deb [arch=$(dpkg —--print-architecture) signed-by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/ubuntu \

$(1lsb_release —cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

VAT YURIKNY URRNZEHFULET,
$ sudo apt update

Docker DE#FHI/N—I 3o xAVAN—I]LUET,

$ sudo apt install docker—ce docker—ce-cli containerd.io docker—-compose-plugin

ETSINTWEZEEZERULET,



$ sudo systemctl status docker
? docker.service - Docker Application Container Engine
Loaded: loaded (/lib/systemd/system/docker.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-12-30 15:55:17 UTC; 29min ago
TriggeredBy: ? docker.socket
Docs: https://docs.docker.com
Main PID: 1966 (dockerd)
Tasks: 8
Memory: 20.8M
CPU: 740ms
CGroup: /system.slice/docker.service
7?7?1966 /usr/bin/dockerd -H fd:// —-containerd=/run/containerd/containerd.sock
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$ sudo usermod -aG docker $(whoami)
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$ su — ${USER}
I—H—h Docker ZIL—FITEBIMENTWSZ E A2 EZLEX T,

$ groups
navjot wheel docker

ATV T 3 -4 YA N—)LDXEESR
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$ sysctl vm.max_map_count

ROENANEENET,

vm.max_map_count = 65530

ROARY REFERAUTEZEBPLED,

$ echo "vm.max_map_count=262144" | sudo tee /etc/sysctl.d/90-max_map_count.conf
$ sudo sysctl ——1load /etc/sysctl.d/90-max_map_count.conf
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$ sudo mkdir -p /opt/mastodon/database/{postgresql,pgbackups,redis,elasticsearch}
$ sudo mkdir -p /opt/mastodon/web/{public,system}
$ sudo mkdir —-p /opt/mastodon/branding

Elasticsearch. Web, &N\ o7y 7 Fo L7 NYICBYIBIEEZRELET,

$ sudo chown 991:991 /opt/mastodon/web/{public,system}
$ sudo chown 1000 /opt/mastodon/database/elasticsearch
$ sudo chown 70:70 /opt/mastodon/database/pgbackups

Mastodon 7« L7 RYICYIDEZF T,

$ cd /opt/mastodon

IRiE & docker B 7 7 1 ILZ1ERLT %

FPIVT—23 T —9R—XDEBET 7ML ZEHRL £,

$ sudo touch application.env database.env

fmERIC Docker B 7 7 1 ILEERL U CHRZE £,

$ sudo nano docker-compose.yml

ZFORICROI—RZEEDFIFERT,



version: '3

services:
postgresql:

image: postgres:15-alpine

env_Tfile: database.env

restart: always

shm_size: 512mb

healthcheck:
test: ['CMD', 'pg_isready', '-U', 'postgres']

volumes:
- postgresql:/var/lib/postgresql/data
- pgbackups:/backups

networks:
— internal_network

redis:
image: redis:7-alpine
restart: always
healthcheck:
test: ['CMD', 'redis-cli', 'ping'l]
volumes:
- redis:/data
networks:
— internal_network

redis-volatile:
image: redis:7-alpine
restart: always
healthcheck:
test: ['CMD', 'redis-cli', 'ping'l]
networks:
— internal_network

elasticsearch:
image: docker.elastic.co/elasticsearch/elasticsearch:7.17.7
restart: always
env_Tfile: database.env
environment:
- cluster.name=elasticsearch-mastodon
— discovery.type=single—-node
— bootstrap.memory_lock=true
- xpack.security.enabled=true
- ingest.geoip.downloader.enabled=false
— "ES_JAVA_OPTS=-Xms512m -Xmx512m -Des.enforce.bootstrap.checks=true"
— xpack. license.self_generated. type=basic
- xpack.watcher.enabled=false
- Xxpack.graph.enabled=false
- xpack.ml.enabled=false
— thread_pool.write.queue_size=1000

ulimits:
memlock:
soft: -1
hard: -1
nofile:
soft: 65536
hard: 65536
healthcheck:
test: ["CMD-SHELL", "nc -z elasticsearch 9200"]
volumes:
- elasticsearch:/usr/share/elasticsearch/data
networks:
— internal_network
ports:

- '127.0.0.1:9200:9200"

website:
image: tootsuite/mastodon:v4.0.2
env_file:

— application.env
- database.env
command: bash —-c "bundle exec rails s —p 3000"



restart: always
depends_on:
— postgresql
- redis
- redis-volatile
— elasticsearch
ports:
- '127.0.0.1:3000:3000'
networks:
— internal_network
- external_network
healthcheck:
test: ['CMD-SHELL', 'wget -q —-spider ——proxy=off localhost:3000/health || exit 1']
volumes:
— uploads:/mastodon/public/system

shell:
image: tootsuite/mastodon:v4.0.2
env_Tfile:

— application.env
- database.env
command: /bin/bash
restart: '"no"
networks:
— internal_network
- external_network
volumes:
— uploads:/mastodon/public/system
- static:/static

streaming:

image: tootsuite/mastodon:v4.0.2
env_file:

— application.env

- database.env
command: node ./streaming
restart: always
depends_on:

- postgresql

- redis

- redis-volatile

- elasticsearch
ports:

- '127.0.0.1:4000:4000'
networks:

— internal_network

- external_network
healthcheck:

test: ['CMD-SHELL', 'wget —-q ——spider ——proxy=off localhost:4000/api/v1l/streaming/health || exit 1']

sidekiq:
image: tootsuite/mastodon:v4.0.2
env_file:

— application.env

- database.env
command: bundle exec sidekiq
restart: always
depends_on:

- postgresql

- redis

- redis-volatile

- website
networks:

— internal_network

- external_network
healthcheck:

test: ['CMD-SHELL', "ps aux | grep '[s]lidekig\ 6' || false"]
volumes:

— uploads:/mastodon/public/system

networks:
external_network:



internal_network:
internal:true

volumes:
postgresql:
driver_opts:
type: none
device: /opt/mastodon/database/postgresql
o: bind
pgbackups:
driver_opts:
type: none
device: /opt/mastodon/database/pgbackups
o: bind
redis:
driver_opts:
type: none
device: /opt/mastodon/database/redis
o: bind
elasticsearch:
driver_opts:
type: none
device: /opt/mastodon/database/elasticsearch
o: bind
uploads:
driver_opts:
type: none
device: /opt/mastodon/web/system
o: bind
static:
driver_opts:
type: none
device: /opt/mastodon/web/public
o: bind
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$ docker compose run ——rm shell bundle exec rake secret

B U7HIC openssl I—FT 1 VT« ZFERBIT B EHTEET,

$ openssl rand -hex 64

RODOAX > RZER LT, VAPID_PRIVATE_KEY & & U VAPID_PUBLIC_KEY DEZAER UL F T,

$ docker compose run ——rm shell bundle exec rake mastodon:webpush:generate_vapid_key
BAROEADNESNET,

VAPID_PRIVATE_KEY=u2qsCs5JdmdmMLnUuU@sgmFGvZedtelz-1FB_xF4_ac=
VAPID_PUBLIC_KEY=BJIXjE2hIXvFpo6dnHqyfli-2PcP-cBoL95UCmhhxwlAgtFw_vnrYp4GBneR7_cmI9LZUYjHFh-TBAPSbOWTqH9A=

openssl 1—7« )7« ZfER LT, PostgreSQL & & U Elasticsearch D/XRAT—RZERBKUE T,

$ openssl rand —-hex 15

Mastodon BiE7 7 1)L

application.env 7 7 ILZAWVWTIREL £,

$ sudo nano application.env
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# environment
RAILS_ENV=production
NODE_ENV=production

# domain
LOCAL_DOMAIN=mastodon.example.com

# redirect to the first profile
SINGLE_USER_MODE=false

# do not serve static files
RAILS SERVE_STATIC_FILES=false

# concurrency
WEB_CONCURRENCY=2
MAX_THREADS=5

# pgbouncer
#PREPARED_STATEMENTS=false

# locale
DEFAULT_LOCALE=en

# email, not used
SMTP_SERVER=email-smtp.us-west-2.amazonaws.com
SMTP_PORT=587

SMTP_LOGIN=AES_USER

SMTP_PASSWORD=AES_PWD

# secrets
SECRET_KEY_BASE=c09fa403575e0b431e54a2e228f20cd5a5fdfdbbadda80598959753b829ad4e3c0266eedbac7e3cdf9f3345db36c5€
OTP_SECRET=febb7dbb0d3308094083733fc923a430e52ccec767d48d7d2e0c577bfchb6863dbdfc920b1004b1f8c2967b9866bd7a0b4e

# Changing VAPID keys will break push notifications
VAPID_PRIVATE_KEY=13Rgrf0Y2tkwuUycylDPOkoHennkJ@ZAPV_fUwDy7-g=
VAPID_PUBLIC_KEY=BDAQuGwPbh1lkbCV904adYXHvz91LRaJHkiQkihRDPyBn3QmkAYbR21WHYoP8TkyG6dy lG6IXpEVfLwdoW7fIVns=

# IP and session retention
#
# Make sure to modify the scheduling of ip_cleanup_scheduler in config/sidekiqg.yml
# to be less than daily if you lower IP_RETENTION_PERIOD below two days (172800).
#
IP_RETENTION_PERIOD=2592000
SESSION_RETENTION_PERIOD=2592000

Ctrl+ X Z# L. 7OV 7rHRRENS Y ZANLT 774V Z2RELET,

Amazon SES X—J)L H—EXZFBMICLULE U RNELABEIE. BV Y3V &HIBRTEXd, Mastodon T 7A4)IL6TIP 7R
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database.env 7 7ML ZziRERICHE £,

$ sudo nano database.env

RDITZEED T E T



# postgresql configuration
POSTGRES_USER=mastodon

POSTGRES_DB=mastodon
POSTGRES_PASSWORD=15ff12dcb93aa60680d2aadb4032ee
PGPASSWORD=15ff12dcb93aa60680d2aadb4032ee
PGPORT=5432

PGHOST=postgresql

PGUSER=mastodon

# pgbouncer configuration

#POOL_MODE=transaction
#ADMIN_USERS=postgres,mastodon
#DATABASE_URL="postgres://mastodon: :5432/mastodon"

# elasticsearch
ES_JAVA_OPTS=-Xms512m —-Xmx512m
ELASTIC PASSWORD=13382e99f6b2d4dc7f3d66e4b9872d

# mastodon database configuration
#DB_HOST=pgbouncer

DB_HOST=postgresql

DB_USER=mastodon

DB_NAME=mastodon
DB_PASS=15ff12dcb93aa60680d2aadb4032ee
DB_PORT=5432

REDIS_HOST=redis
REDIS_PORT=6379

CACHE_REDIS_HOST=redis-volatile
CACHE_REDIS_PORT=6379

ES_ENABLED=true

ES_HOST=elasticsearch

ES_PORT=9200

ES_USER=elastic
ES_PASS=13382e99f6b2d4dc7f3d66e4b9872d

Ctrl+ X Z# L. 7OV 7rHRRRENES Y ZANLT 774V Z2RELET,
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ATy ZICFREELINMD £,

$ docker compose run ——rm shell bash —-c "cp —-r /opt/mastodon/public/x /static/"
T—YEZERRLET,

$ docker compose up —-d postgresql redis redis-volatile

AV T FOREZEHERL X,

$ watch docker compose ps

running (healthy) ZfRF>THS Ctrl + C 2L, ROOVY RZFERLTT—9XR—XAZHHL L £ T,
$ docker compose run ——rm shell bundle exec rake db:setup

ATY 7 5-Ngnxzd>AN=)Lg 3

Ubuntu 22.04 (CiE. ZwW—=Y3>® Nginx ™MEIBULTWE T, BRF/N—Iavaa YA M=ILT3ICiE. 2D Nginx URY
NUZESDYO-RITZRELNHBD X,

Nginxs EZF—%1 VIR—kULFT,

$ curl https://nginx.org/keys/nginx_signing.key | gpg —--dearmor \
| sudo tee /usr/share/keyrings/nginx-archive-keyring.gpg >/dev/null

Nginxs ZEMRD JRI kU ZEBIMUL XTI,



$ echo "deb [signed-by=/usr/share/keyrings/nginx-archive-keyring.gpg arch=amd64] \
http://nginx.org/packages/ubuntu " 1sb_release -cs® nginx" \
| sudo tee /etc/apt/sources.list.d/nginx.list

VAT VIRINIZEHFHUED,
$ sudo apt update

Nginxz1 YA K—IJLUZE T,

$ sudo apt install nginx
AVAN =) ZEDBLUET,

$ nginx -v
nginx version: nginx/1.22.1

Nginx T —/\—%Zi&& L x 7,
$ sudo systemctl start nginx
H—/I\—DREBZHER LT LS W,

$ sudo systemctl status nginx
? nginx.service - nginx - high performance web server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enabled)
Active: active (running) since Sat 2022-12-31 02:23:12 UTC; 6s ago
Docs: https://nginx.org/en/docs/
Process: 22129 ExecStart=/usr/sbin/nginx -c /etc/nginx/nginx.conf (code=exited, status=0/SUCCESS)
Main PID: 22130 (nginx)
Tasks: 3 (limit: 4575)
Memory: 2.5M
CPU: 17ms
CGroup: /system.slice/nginx.service
7722130 '"nginx: master process /usr/sbin/nginx -c /etc/nginx/nginx.conf"
7722131 "nginx: worker process' ' Mot rino RO AR R A A ann i A i s i
7722132 '"nginx: worker process' ' ot finoAniboainounnno i gnin ann o i i i i e

ATYV7T6-SSLZEAVARN=ILT S

SSL SERRZE A 4T DI, Certbot Z#A4 YAN—=ILTZHENH D £, Ubuntu VRIY MY EFERLT Certbot Z#1 VX ~—
L BH. Shapd V—ILZFERUTERH/N—Ia Vv ERETEZXY, Snapd/\—IaVEFERALET,

Ubuntu 22.04 (Cl&. T 7 #JL KT Snapd B’ YA h—ILENTVWET, ROV REETLT. Snapd DN—V'3 VHERHFT
HBDZEEMERLUET, Snapd ON—Ia VDB THZ I EEERLET,

$ sudo snap install core
$ sudo snap refresh core

SFERERY 24 VAR —=ILUE T,
$ sudo snap install —-classic certbot

ROARY RZEFERAULUT, Jusr/bin T4« LZ MIUADY VYR UV I %ERT D EICE D, Certbot OV Y RO HEREICETT
SN3L5ICULET,

$ sudo ln -s /snap/bin/certbot /usr/bin/certbot
ROANY RZERTLT. SSLAEAZEZERLFT,

$ sudo certbot certonly -—-nginx —-agree-tos —-no-eff-email --staple-ocsp ——preferred-challenges http -m -d
mastodon.example.com

FEEoa~vy R, EEBAEZ S —/\—0 /etc/letsencrypt/live/mastodon.example.com T« L2 RUICF D> O—RKUZET,
Diffie-Hellman 7 )L—7iERBEZ £/ U £ 95

$ sudo openssl dhparam —-dsaparam —-out /etc/ssl/certs/dhparam.pem 4096

SSL OFEFMNERBICHEREL TWEIHNE SO ZHER T BICIE. TAOERDFTEEZITVWE T,

$ sudo certbot renew —-dry-run

I —DNRRENBVNEEIF. INTRESNTVWEY, LRERFEBNICEFRSNET,



ATwv 77 -Ngnx K9 %

7 74)L /etc/nginx/nginx.conf ZFWTHIREL £,

$ sudo nano /etc/nginx/nginx.conf

include /etc/nginx/conf.d/*.conf; fTDRIICRDITEEIML £,
server_names_hash_bucket_size 64;

Ctrl+ X Z# L. 7OV 7rDRRREINES Y ZANLT 774V Z2RELVLET,
7 74) /etc/nginx/conf.d/mastodon.conf ZYER UL CHE. REL X,

$ sudo nano /etc/nginx/conf.d/mastodon.conf

ZOFRICROI— R ZED T ET,



map $http_upgrade $connection_upgrade {
default upgrade;
" close;

upstream backend {
server 127.0.0.1:3000 fail_timeout=0;

upstream streaming {
server 127.0.0.1:4000 fail_timeout=0;

proxy_cache_path /var/cache/nginx levels=1:2 keys_zone=CACHE:10m inactive=7d max_size=1g;

server {

listen 80 default_server;

server_name mastodon.example.com;

location / { return 301 https://$host$request_uri; }
b

server {
listen 443 ssl http2;
server_name mastodon.example.com;

access_log /var/log/nginx/mastodon.access. log;
error_1log /var/log/nginx/mastodon.error.log;

http2_push_preload on; # Enable HTTP/2 Server Push

ssl_certificate /etc/letsencrypt/live/mastodon.example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/mastodon.example.com/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/mastodon.example.com/chain.pem;
ssl_session_timeout 1d;

# Enable TLS versions (TLSv1.3 is required upcoming HTTP/3 QUIC).
ssl_protocols TLSv1l.2 TLSv1.3;

# Enable TLSv1.3's 0-RTT. Use $ssl_early_data when reverse proxying to

# prevent replay attacks.

#

# @see: https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl_early_data
ssl_early_data on;

ssl_ciphers 'ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256—-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305: ECDHE-RSA-CHACHA20-P0OLY1305: ECDHE-ECDSA-AES256-SHA384 : ECDHE-RSA-AES256-SHA384 "' ;

ssl_prefer_server_ciphers on;

ssl_session_cache shared:SSL:10m;

ssl _session_tickets off;

keepalive_timeout 70;
sendfile on;
client_max_body_size 80m;

# OCSP Stapling ——-

# fetch OCSP records from URL in ssl_certificate and cache them
ssl_stapling on;

ssl_stapling_verify on;

ssl_dhparam /etc/ssl/certs/dhparam.pem;

add_header X-Early-Data $tlsl_3_early_data;
root /opt/mastodon/web/public;

gzip on;

gzip_disable "msieb6";

gzip_vary on;

gzip_proxied any;

gzip_comp_level 6;

gzip_buffers 16 8k;

gzip_http_version 1.1;

gzip_types text/plain text/css application/json application/javascript text/xml application/xml



application/xml+rss text/javascript image/svg+xml image/x-icon;
add_header Strict-Transport-Security "max-age=31536000" always;

location / {
try_files $uri @proxy;
}

location ~ ~/(system/accounts/avatars|system/media_attachments/files) {
add_header Cache-Control "public, max-age=31536000, immutable";
add_header Strict-Transport-Security "max—-age=31536000" always;
root /opt/mastodon/;
try_files $uri @proxy;

location ~ ~/(emoji|packs) {
add_header Cache-Control "public, max-age=31536000, immutable";
add_header Strict-Transport-Security "max—-age=31536000" always;
try_files $uri @proxy;

¥

location /sw.js {
add_header Cache-Control "public, max-age=0";
add_header Strict-Transport-Security "max—-age=31536000" always;
try_files $uri @proxy;

¥

location @proxy {
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header Proxy "";
proxy_pass_header Server;

proxy_pass http://backend;

proxy_buffering on;

proxy_redirect off;

proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;

proxy_cache CACHE;

proxy_cache_valid 200 7d;

proxy_cache_valid 410 24h;

proxy_cache_use_stale error timeout updating http_500 http_502 http_503 http_504;
add_header X-Cached $upstream_cache_status;

add_header Strict-Transport-Security "max—-age=31536000" always;

tcp_nodelay on;

location /api/vl/streaming {
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

proxy_set_header Proxy "";

proxy_pass http://streaming;

proxy_buffering off;

proxy_redirect off;

proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;

tcp_nodelay on;

error_page 500 501 502 503 504 /500.html;
s



# This block is useful for debugging TLS v1.3. Please feel free to remove this
# and use the “$ssl_early_data’ variable exposed by NGINX directly should you
# wish to do so.
map $ssl_early_data $tlsl_3_early_data {

"~." $ssl_early_data;

default "";
}

FTTULES, Ctrl+ X 2 ULT7 70I)LZ2REL. 7OV IADBRERREINLES Y ZANLET,
Nginx K7 7 1)L DB =R L £95
$ sudo nginx -t

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

Nginx —/\—ZBEs L £,

$ sudo systemctl restart nginx

ATY T 8-NANRKYZEET D
Tootctl CLI *Y—)L

Tootctl CLI YV —JLI&. Mastodon TEEY XV ZFETIT DcHICERAINET, RANY T TFIECATELZLSICTDIHEN
»HHxY,

7 74)L Jusr/local/bin/tootctl Z{ER L. IRERICHEZZEY,

$ sudo nano /usr/local/bin/tootctl

ZOFRICROI— R ZED I ET,

#!/bin/bash
docker compose -f /opt/mastodon/docker-compose.yml run ——rm shell tootctl ""

Ctrl+ X ## L. 7OV 7MDBERRESNEESY ZANLT 771 2RELET,
7 7AMIICETERZNELEXT,

$ sudo chmod +x /usr/local/bin/tootctl
NANRYY—ERT 71

Docker compose O~X ¥ RZER LT Mastodon A7 F—ZRMAARTEEXRIN, systemd 1=V k 77 AL ZERT AN EHE
<7,

Mastodon —EX 77 AI)LZ{ERLTHE. RELET,
$ sudo nano /etc/systemd/system/mastodon.service
ZOHRICROI—RZHDMITET,

[Unit]
Description=Mastodon service
After=docker.service

[Service]
Type=oneshot
RemainAfterExit=yes

WorkingDirectory=/opt/mastodon
ExecStart=/usr/bin/docker compose —-f /opt/mastodon/docker-compose.yml up -d
ExecStop=/usr/bin/docker compose —-f /opt/mastodon/docker—compose.yml down

[Installl
WantedBy=multi-user.target

Ctrl+ X Z2# L. 7OV 7 rHRRESNS Y ZANLT 77MILZ2RELET,

YATLAT—EVZEYUO—RULT U—EX 770 ZRBLET,

$ sudo systemctl daemon-reload



Mastodon ¥ —EXZE#Ic LTHIBL X9,

$ sudo systemctl enable —-—now mastodon.service

Docker YT FDRAT—% A ZHERLET,

$ watch docker compose —-f /opt/mastodon/docker—compose.yml ps

AVTF—DRXT—% XD running (healthy) [EZb >S5, Cirl+ C U TEEZKRTUE T,
Mastodon OEEEI—H—Z/ER L. BHESNL/NNRT—RZXELET,

$ tootctl accounts create navjot ——email --confirmed —--role Owner
0K
New password: 1338afbelb4e06e823b6625da80cb537

A—Y—FFZ I/ 0—X9 3551} ROAXY REFEALET,
$ tootctl settings registrations close

ZFEBERCICE. ROOTYY RZHTULED,

$ tootctl settings registrations open

RERDHHAE

Elasticsearch 1 > 7 v 7 A= ERR UTANT BHIlc. V—ILZERTZIZHENHDEFIT, hov—FEERLES, ROOITYY R%E
FHKITUXT,

$ tootctl search deploy
RODILZ—DNERRESNDHENHD X,

/opt/mastodon/vendor/bundle/ruby/3.0.0/gems/ruby-progressbar-1.11.0/1ib/ruby—-progressbar/progress.rb:76:1in
“total=': You can't set the item's total value to less than the current progress.
(ProgressBar::InvalidProgressError)

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/ruby-progressbar-1.11.0/1ib/ruby-
progressbar/base.rb:178:in “block in update_progress'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/ruby—-progressbar-1.11.0/1ib/ruby-
progressbar/output.rb:43:in “with_refresh'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/ruby—-progressbar-1.11.0/1ib/ruby-
progressbar/base.rb:177:in “update_progress'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/ruby—-progressbar-1.11.0/1ib/ruby-
progressbar/base.rb:101:in " total='

from /opt/mastodon/lib/mastodon/search_cli.rb:67:in “deploy'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/thor-1.2.1/1lib/thor/command.rb:27:in "run'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/thor-1.2.1/1ib/thor/invocation.rb:127:1in
“invoke_command'

from /opt/mastodon/vendor/bundle/ruby/3.

from /opt/mastodon/vendor/bundle/ruby/3.

from /opt/mastodon/vendor/bundle/ruby/3.

from /opt/mastodon/vendor/bundle/ruby/3.

from /opt/mastodon/vendor/bundle/ruby/3.
“invoke_command'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/thor-1.2.1/1lib/thor.rb:392:in “dispatch'

from /opt/mastodon/vendor/bundle/ruby/3.0.0/gems/thor-1.2.1/1ib/thor/base.rb:485:in “start'

from /opt/mastodon/bin/tootctl:8:in “<main>'

.0/gems/thor-1.
.0/gems/thor-1.
.0/gems/thor-1.
.0/gems/thor-1.
.0/gems/thor-1.

.1/lib/thor.rb:392:in “dispatch'
.1/lib/thor/invocation.rb:116:in “invoke'
.1/lib/thor.rb:243:in "block in subcommand'
.1/lib/thor/command.rb:27:in "run'
.1/lib/thor/invocation.rb:127:in

(SIS B R ST S
N N NDNDN

ZDZE. Web 1 hDIAYTFH— Y )LICAD T,

$ docker exec -it mastodon-website-1 /bin/bash

ROAXY RERTLET,

$ sed -E '/progress.total = /d' —-i lib/mastodon/search_cli.rb
AT+ 2z TULET,

$ exit

Elasticsearch deploy AYY RZBEETULE T, AVY RHARTEET 2HEELHDFI, TNREIVYAKN RV TETHORETH
Bfcth. RFR TIXRAEBIEEIEH D XA,

$ tootctl search deploy



BinoOANI)LIN— H—EX
FOVO—RURXT47 774V ZHIBRT 27 DRIOY —EXZERLTHEL & D,
Mastodon X7« ZHIRY —EXZERUTHE. IRELXE T,

$ sudo nano /etc/systemd/system/mastodon-media-remove.service

ZFORICROI—RZEEDFIFERT,

[Unit]
Description=Mastodon - media remove service
Wants=mastodon-media-remove.timer

[Servicel
Type=oneshot
StandardError=null
StandardOutput=null

WorkingDirectory=/opt/mastodon
ExecStart=/usr/bin/docker compose -f /opt/mastodon/docker-compose.yml run ——rm shell tootctl media remove

[Installl]
WantedBy=multi-user.target

Ctrl + X Z#L. 7OV rHRRREINES Y ZAALT, 774 ZRELET,
XT4 TP DEIBRZERTY1—ILT2HEEFE. YAIN¥— T—EREZRETEET,

$ sudo nano /etc/systemd/system/mastodon—-media-remove.timer
RDA—RZBHDFFET,

[Unit]
Description=Schedule a media remove every week

[Timer]

Persistent=true

OnCalendar=Sat *—x—x 00:00:00
Unit=mastodon-media-remove.service

[Installl
WantedBy=timers.target

Ctrl + X Z# L. 7OV T IDRIRENES Y ZANLT. 774 ERELEXYD,

Ao —ERZtEY k7 v7UT, OpenGraph ¥ 7 ZfERLTEREhicY vy F L Ea— h—RZHERTEXT,
$ sudo nano /etc/systemd/system/mastodon-preview_cards—-remove.service

RDIA—RZBED XY,

[Unit]
Description=Mastodon - preview cards remove service
Wants=mastodon-preview_cards—-remove.timer

[Servicel
Type=oneshot
StandardError=null
StandardOutput=null

WorkingDirectory=/opt/mastodon
ExecStart=/usr/bin/docker compose -f /opt/mastodon/docker-compose.yml run ——rm shell tootctl preview_cards
remove

[Installl
WantedBy=multi-user.target

Ctrl+ X Z# L. 7OV 7RIS NS Y ZANLT 774V ZRELET,
NIHT2ITAN— P—ERZRELEXT,

$ sudo nano /etc/systemd/system/mastodon-preview_cards—-remove.timer



RDA—RZBHDFFET,

[Unit]
Description=Schedule a preview cards remove every week

[Timer]

Persistent=true

OnCalendar=Sat *—k—k 00:00:00
Unit=mastodon-preview_cards—-remove.service

[Installl
WantedBy=timers.target

Ctrl+ X Z# L., 7OY7MDBRREINEEES Y ZANLT, 771 ERELVET,
VAT T—EVEYO-—RUET,
$ sudo systemctl daemon-reload

TAN—ZBMULTHEBRLED,

$ sudo systemctl enable —-—now mastodon-preview_cards—remove.timer
$ sudo systemctl enable —-—now mastodon-media-remove.timer

IRTDODIAY—=2YRXKMUT, Mastodon U—EZXDRT Y1 —)L%=#HERLET,

$ systemctl list-timers

Sat 2023-01-07 00:00:00 UTC 6 days left n/a n/a
remove.timer mastodon—-media-remove.service
Sat 2023-01-07 00:00:00 UTC 6 days left n/a n/a

preview_cards-remove.timer mastodon-preview_cards—-remove.service

PITANANRKY

mastodon—-media-

mastodon-

URL https://mastodon.example.com ICP V7 EBAULTA VR VRAILTZ VAT E, BFROR—IDRREINET,



# Explore

‘Mmastodon
Posts Hashtags

# Explore
These posts from this and other servers in the decentralized network are
gaining traction on this server right now.

& Local

@ Federated

ADMINISTERED BY: SERVER STATS:

Navjot ... 1
ot active users

‘ Learn more

FDROV—=>2 3y TR 2ADI—F—HWNT, ZDOS3ED 1 A (fA) NEEELUVUTRESINTVWS I LA DMNDET, Ih
FEBRIETEEDTETA, EEETHVY M 2FELTH, #EET

KITEICIEIAXA MY R=VICERRESNFFA, INETSICIEFH. 1
VRAAVAWCOTA YT EE, ROR—IICBEULFET,



‘mastodon

{@navjot
- _ # Home
. Edit profile

A Notifications

# Explore

& Local

@ Federated

@ Direct messages
W Favourites

M Bookmarks

i= Lists

£ Preferences

BRIOYA RIN—D5 [BRE] ATVa>EwI) v I LT BEICTIEAUVLET, ZIhE, ERAIDOXZ2—»Hm5 [BE]| A Y3y
#27 ') w2 LT, Mastodons BI/\RILICZ7EALET,



m Dashboard Oct 17, 2022 - Nov 15, 2022

Back to Mastodon

2 +100% 1 +100% 1 +100%

NEW USERS ACTIVE USERS INTERACTIONS
Preferences

¢ Follows and followers

0 pending reports

0 ox% 0 o%

Automated post deletion 0 pending users
REPORTS OPENED REPORTS RESOLVED

Account 0 pending hashtags

0 pending appeals

mport and export

nvite people
peop SIGN-UP SOURCES TOP ACTIVE LANGUAGES TOP ACTIVE SERVERS

Development Website 2 mastodon.social

Trends hachyderm.io

. . mas.to
Moderation

Administration USER RETENTION RATE BY MONTH AFTER SIGN-UP

Dashboard Sign-up month New users
Average

May 2022
ERIDOYA RIN=HS [ hOBRE] A F¥avEI Uy I LET,
Server Settings

 Branding B About 4 Registrations  Q Discovery ' Contentretention J Appearance

Your server's branding differentiates it from other servers in the network. This information may be
displayed across a variety of environments, such as Mastodon's web interface, native applications, in link
previews on other websites and within messaging apps, and so on. For this reason, it is best to keep this
information clear, short and concise.

Server name

Mastodon

ver besides its domain name

Contact e-mail

navjotjsingh@gmail.com

How people can reach you for legal or support inguiries.

ZZT Y=—N=DR—LR—VICRRENZDEELED IS —BEEIXIAADEFA—INZANLET, Xfco Y—/\—DFHA.
O3, Y—N—= )L—IRE ZOMDESXIXARBERZAN LT, Mastodon 1 VA Y Y RENAINAXLET,




ATYTQ-NAMNRKYDAYTFH VR
Mastodon 1 YA VY AD/)NT7 A —IX VA EOY ERRT BICTIE. https://mastodon.example.com/sidekiq/ IC 77 A LTL
=Y A

Z ZTlE. Mastodon 1 VRV RICEAET S EXZIFRTACRERT V1 —I)LENIEIRITIDIY AN ERRTEEI, Dead %
fcld Retries €7 3> T KU I RV EBERIT B EHTEEXET, 1 VRAIVADXAEVEHELERRIINE T,

idle = Dashboard Busy  Queues  Refries  Scheduled  Dead Locks  Expiring Locks ~ Changelogs  Recurring Jobs

Processed Enqueued Scheduled Dead

Polling interval

Dashboard ——

Tue, 15 Nov 2022 12:04:16 GMT Failed: 0 Processed: 0

History
1 week 1 month 3 months 6 months

2

Sat, 29 Oct 2022 00:00:00 GMT Failed: 0 Processed: 0

Version Uptime (days) Connections Memory Usage Peak Memory Usage

https://mastodon.example.com/pghero/ MEA VAT VA T—IR—ADIRELEEZTE=ET,

Owverview
Space
Connections
Live Queries
Maintenance
Explain

Tune

Query Stats

Query stats are available but not enabled.

T—INR—ADAYTFYRA%ZETL, SQLIVTVZRTL. REBDA VT v I AZHIBRTEXT, JTUREZEMNICTBIC
F. EROR—=ITEMCTBI] NIV Z2I Uy IFdE ROBENRTEINEKT,



Query Stats

Make them available by adding the following lines to postgresql.conf:

shared preload libraries
pg_stat statements.track

"pg_stat statements’
all

Festart the server for the changes to take effect.

root I—H—[cIDEZE Y,

|$ sudo —-i su |

/opt/mastodon/database/postgresql T4 LV M UICYIDEZ X9,

|$ cd /opt/mastodon/database/postgresql |

postgresql.conf 7 7 ILZHEXT,

|$ nano postgresql.conf |

1T #shared_preload_libraries=# (change requires restart) ZRBDIFT. ROLSICEZTTEZIEX T,

|sha red_preload_libraries = 'pg_stat_statements' |

77 MILDRBICRDITZEBMLET,

|pg_stat_statements.track = all |

Ctrl+ X z# L. 7AYT7IDRRENCE Y ZANLT 77MILVZ2RELEXT,

Mastodon J> T+ % HBiceE L X9,

|$ systemctl restart mastodon.service |

W=k 2L TULET,

|$ exit |

T—INR—ZADEFUR—IEZERT 5. REBRDITUNHEIHES I EERTEET,

Overview No long running queries

CQueries Connections healthy 7

Space Vacuuming healthy

Connections Mo columns near integer overflow

Live Queries No invalid indexes or constraints

Maintenance Mo duplicate indexes

Explain No slow queries

Tune

7 [BRE] X Za2—Dn5 PgHero £ K0 Sidekig @ URL ZiE& T2 & HTEET,

AISHODEBHTY A MDFEARAENBZWVGEEIE, Docker ICL > TERSNEOV ZHERTEET,

|$ docker logs <container—-name>

ATV L I0-NANRKYDOINY TPy
Mastodon M/\vy 7 7w Flcld Restic E WS —K/X\—F7 4 V—)LE{FRAULZXJ, Restic ZFRALTN\NYIF7vTITERERIDA
Ty, IRTOT7AIETA LI RN ZYRIRNY UXNTEMTSZETY,




URINY U Z70)LZ2ERL. IRERICHAZET,

$ sudo nano /opt/mastodon/backup-files
ROTZEEED T T,

/etc/nginx

/etc/letsencrypt
/etc/systemd/system

/root
/opt/mastodon/database/pgbackups
/opt/mastodon/*.env
/opt/mastodon/docker—compose.yml
/opt/mastodon/branding
/opt/mastodon/database/redis
/opt/mastodon/web/system
/opt/mastodon/backup-files
/opt/mastodon/mastodon—-backup

Ctrl+ X 28 L. 7OV 7RIS NS Y ZANLT 771V ZRELVLET,

LAT4v 04 AM=ILULET,

$ sudo apt install restic
Ny o7y 7P VIRV NI ZER L. DI/ O 7 v T2 ERULES, T—5% S3T—ERICN\Y I 7P Yy TFLTWET,

$ restic -r s3:https://$SERVER:$PORT/mybucket init
$ restic -r s3:https://$SERVER: $PORT/mybucket backup $(cat /opt/mastodon/backup-files) —--exclude
/opt/mastodon/database/postgresql

Mastodon Ny 77 v H—EX A4X—% R L. RERICHZX Y,

$ sudo nano /etc/systemd/system/mastodon-backup.timer

ZOFRICROI— R ZED T ET,

[Unit]
Description=Schedule a mastodon backup every hour

[Timer]

Persistent=true
OnCalendar=x:00:00
Unit=mastodon-backup.service

[Installl
WantedBy=timers.target

Ctrl+ X Z# L. 7OV 7 rHRRENS Y ZANLT 77MLZRELET,

Mastodon \w 7 7y H—ER 770 ER L. RERICHE I

$ sudo nano /etc/systemd/system/mastodon-backup.service

ZOHFICROI— R ZED T TT,

[Unit]

Description=Mastodon - backup service

# Without this, they can run at the same time and race to docker compose,
# double-creating networks and failing due to ambiguous network definition
# requiring “docker network prune’ and restarting

After=mastodon.service

[Service]

Type=oneshot
StandardError=file:/var/log/mastodon-backup.err
StandardOutput=file:/var/log/mastodon-backup. log

WorkingDirectory=/opt/mastodon
ExecStart=/bin/bash /opt/mastodon/mastodon-backup

[Install]
WantedBy=multi-user.target



Ctrl+ X Z# L. 7OV 7 rHRRENS Y ZANLT 774V ZRELET,

RIT. HRERIC /opt/mastodon/mastodon-backup 7 7ML ZERUTHEEX T, hiciE. EBONv o7y OAX Y RHEEN
E

$ sudo nano /opt/mastodon/mastodon-backup
ZORICROI—RZEED TR,

#!/bin/bash
set -e

AWS_ACCESS_KEY_1ID=
AWS_SECRET_ACCESS_KEY=

SERVER=

PORT=
RESTIC_PASSWORD_FILE=/root/restic—-pasword

docker compose -f /opt/mastodon/docker-compose.yml run ——rm postgresql sh —c "pg_dump -Fp mastodon | gzip >
/backups/dump.sql.gz"

restic -r s3:https://$SERVER:$PORT/mybucket —-cache-dir=/root backup $(cat /opt/mastodon/backup-files) —-
exclude /opt/mastodon/database/postgresql

restic —-r s3:https://$SERVER: $PORT/mybucket --cache-dir=/root forget —--prune —-keep-hourly 24 —-keep-daily 7
——keep—-monthly 3

Ctrl + X Z#L. 7OV rHRRREINES Y ZAALT, 771 ZRELET,
Ny 7T X0V TRNCETERZMNEULX T,

$ sudo chmod +x /opt/mastodon/mastodon-backup

T—EX T—ErvZUAO—RL. Ny I 7y T H—ERETAY—ZRIKRLET,

$ sudo systemctl daemon-reload
$ sudo systemctl enable ——now mastodon-backup.service
$ sudo systemctl enable ——now mastodon-backup.timer

ROAXY RZFEALT 1 KEACEDNY I 7y THREITEN, P77 ELRATED I EZHERLET,

$ restic -r s3:https://$SERVER: $PORT/mybucket snapshots
$ restic -r s3:https://$SERVER: $PORT/mybucket mount /mnt

ATYT 1 -XANRYDT7VvTTL—R
Mastodon D7 v 77 L —RICIEWS DD DFIENBETY, I, T L7 M JIHIDBEXFTT,
$ cd /opt/mastodon

Mastodon ORFHDO AV TFH— AA—IZTILLET,

$ docker compose pull

WMEICIG U T, docker—compose.yml ICEEZINZET,

INRTCDT—IR—ABTEETLET,

$ docker compose run ——rm shell bundle exec rake db:migrate

BN 7 70O E—ZEFHULET,
$ docker compose run ——rm shell bash -c "cp -r /opt/mastodon/public/* /static/"
Mastodon A>T+ ZBEgLUEI,

$ sudo systemctl restart mastodon.service

FEROFIEIR. — BB ERFIETI, Mastodon @ GitHub U —X R—IZBICFcv o7 UT, N\—I 3 EORBEDEHRY
A7EAR Y RERU. INRTHARAL—XICED L SICLTLIEE W,



+=o
3 afd

Zh . Docker Z{#EHR UL T Ubuntu 22.04 % —/\—(c Mastodon Social Network 44 VAN =)L B Fa2a— KU ZILIFKT T
9, BREINHDHEIF. UTOOXYMIEBLTLLIEE W,
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